MH(*)OpMaLI,I/IFI 006 OCHOBHbIX Bnaax MOLLEHHNYECTBA

B HacToAwee Bpems Havbosiee pacnpocTpaHeHHbIM CMOCOO60M COBEpLUEHUS
NpecTynieHnin B JaHHOW cdepe ABNAETCA XULEHME C GAHKOBCKUX KapT rpaxiaH,
KOrfa 3/10YMbILUIEHHUKN M0 Teneg)oHy NpeacTaBAAlTCA COTPYAHUKAMU CyxX6
6e30MacHOCTM pPas3/inyHbIX 6aHKOB W MOA pasMYHbIMKU NpeanoraMmy nosiyyaroT OT
MnoTepreBLUMX HOMepP 6aHKOBCKOM KapTbl, Ko CVV (3 undpbl Ha 06paTHON CTOPOHE
KapTbl), a TakxKe nmaponu, npuxoamsline no SMS, HeobxoauMble AN NPOBeAeHUs
(hMHAHCOBBIX Onepawui.

3ayacTyto MoTeprnesLllMe, Haxo4ACb NOA BAWAHMEM MOLLEHHWKOB, camu
CHUMAKT [eHblu, B TOM 4mnCie 0hOpMIAIOT Ha Ceba KpeauTbl, N MEepPeBOAAT MX Ha
abOHEHTCKMe HoMepa MM CYETA, YKa3aHHbIE 3/10YMbILUIEHHUKAMU,

TakxKe 3/10yMbILWNEHHUKA MOTYT COOOWMWTL MOTEPNEBLUMM O HEOOXOAMMOCTH
YCTAHOB/IEHNS HAa CMapT(OH, KOMMNbIOTEP WAW MMAHLIET Pa3/IMYHbIX NPOrpamm
(«Anydesk», «Quick support», «Teamviever» 1 gp.), BblgaBas WX, B TOM 4yucne, 3a
aHTUBMPYCHbIE, MO3BONAKOLWMNX MOLUEHHUKAM AUCTaHUMOHHO, T.e. YAaNeHHbIM
AOCTYNOM, YNpaBnsaTb CMapT(POHOM, HOYTOYKOM MW NNAHLIETOM W, Kak CleAcTBue,
OCYLLECTBNATb OHMAH MepeBOAbl OT MMEHM TMOTEpPneBLUIMX Yepe3 WX JINYHbINA
KabuHeT.

B xope Teneg)oHHbIX pPasroBOPOB MOLUEHHMKM MOTYT COOOWUTL Bawwu
nepcoHasibHble faHHble: ®VO, gaTy poXaeHWs, NacnopTHble AaHHbIe, a TAKXKe Aaxe
nocnefHve ornepauun no sawnm cyetaM. Kpome TOro, MpecTymnHWKW, WCMOMb3ys
BO3MOXHOCTM IP-TeneoHMM, MOTYT OCYLLECTB/IATHL 3BOHKM C aBOHEHTCKUX HOMEPOB,
CXOXUX WAN  WAEHTUYHbIX OfumLManbHbIM  HOMepaM 6aHKOB, YKa3aHHbIM Ha
06OpPOTHON CTOPOHE KapT, WX MpPaBOOXPaHUTE/IbHbIX OpraHoB, B TOM 4ucne
NnoNnLmu.

YT06bI He CTaTb XepTBON NOAOOHbLIX NPecTynieHniA He06X0AMMO NOMHUTL, YTO
HacToAWune COTPYAHUKM O6aHKOB HUKOrfa He 3BOHAT KAMEHTaM W He MpoCcAT
COOOLWNTL UM KaKyl-1Mb0 MHMOPMALNIO, KacalroLLlytCs KaK WX MepCoHaNbHbIX
[aHHbIX, TaK 1 6aHKOBCKOW KapTbl. HY Npu Kaknx 06CTOATeNIbCTBaX He pasrnawlanrte
HWKOMY, BK/llOYas COTPYLHUKOB 6aHKOB, Naponun Ha nposefeHve onepauumii. Maponb
ons Bxoga B cucteMy «baHk OHnailH» 3TO Balla AMYHas KOH(UAEHUManbHas
nHpopmauusa. Takxe, He B KOeEM C/y4vyae He CTOMT YyCTaHaBnMBaTb MO Mpocbbe
HEeN3BECTHbIX UL, KaKne-1Mb0o NpuaoXxXeHns (Mporpammel).

NHble cnocobbl MOLLIEHHMYECTBA, COBEPLLEHHbIE AUCTAHLMOHHBLIM CMOCO6OM.

C ncnonb3oBaHWeMm ceTu IHTepHeT:

L MNyTtem nony4yeHua npegonnatbl B pasmepe Ao 100% 3a ToBap Uam ycnyry c
MOMOLLbIK CO3LaHUS «OAHOAHEBHbIX» WUHTEPHET-MarasuHoB U CalTOB-[BONHUKOB; C
ncrnonb3oBaHMem VIHTEpHET-MNOWAA0K MO MPOoAaxe TOBapoB M ycnyr (canTbl
«ABUTO», «KOna» 1 gp.); B coumanbHbIX CeTax «B KoHTakTe», «O4HOKNACCHUKU» U
T.0.

Mpexae 4eM 3akasaTb ToBap B WHTepHeTe noyuTaiiTe OT3bIBbl Ha PasHbIX
calTax 0 [AaHHOM WHTepHeT-mMarasvHe WAuM BUPTyaslbHOM MpPoAasLe, B Chyyae
HaMunsa Bbl Cpasy OOHapy>XuUTe OTpuUuaTe/IbHble OT3biBbl, OTCYTCTBUE OT3bIBOB O
BbIOpaHHOM BaMW WHTEPHET-marasuHe TrOBOPUT O KOPOTKOM [Mepuoje ero
CYLLECTBOBAHMS.

BHUMaTeNIbHO YnTainTe Ha3BaHMA IHTepHeT-MarasvHa uam opraHvsauum rae Bol



niaHvpyeTte NpuobpecTn Kakne-nmbo ToBapbl, B TOM Yuc/ie NMOKynKa 6UNeToB Ha BCe
BUAbI TpaHCMopTa, onnaTta yCnyr u KpeguToB. Tem cambiM Bbl n3bexute cantos-
KnoHoB. CTapaiTtecb mn3beratb NOKYMKW TOBapa Mo npegonnate. Ecnv ueHa ToBapa
ropasfo HUXe LeHbl B 00bIYHbIX PO3HUYHbIX MarasuHax, Tak v B ApYrux UHTEpPHeT-
marasuHax, nMbo Ha pbiHKe B LeoM (Hanpumep, npu npofjaxe aBTOMALUWHbLI MO
3aHMXXEHHON CTOMMOCTK), 3TO NOBOA HACTOPOXKMNTHCA.

2 TyTtem nonyyeHns wnH@opmauum OT Nuua, pasMecTMBLUEro 00bABNEHUE O
Npofaxe Kakoro-nnMbo ToBapa, O MOMHbIX PEKBM3UTaxX ero 6aHKOBCKOW KapThbl
(Homep, CpoK AeicTBuA, AaHHble fepxatens, CVC-kog), SKo6bl, C Le/ibl0 BHECEeHNS
npegonnatbl, C MOCNEAYIOWMM XULLEHNEM C Hee [eHeXHbIX CPefCTB, MCMOosb3ys
MOMyYeHHbIE JaHHbIe.

He coobuwante Hen3BeCTHOMY KaKyk-1Mbo WH(opMaLmnio, KacatoLllyrcs
6aHKOBCKOM KapTbl - 4719 OCYLLEeCTB/IEHUS NepeBofa TpebyeTcs TONIbKO HOMEpP KapThbl,
NNBO NPUBA3aHHLIN K Hell abOHEHTCKMIA HOMep. Hu npu Kakux 06CTOATeNbCTBaX He
coobulainTe Nnaponn Ha NposefeHne onepaumin. Maponb ana Bxoga B cuctemy «baHk
OHnaiH» 3T0 Balla IMYHAsA KOH(pUAEHUMaNbHAasA MH(opMaLms.

3* C ucnonb3oBaHMEM CCbINIOK B CeTU «VIHTEPHET», MepeHanpaBnsoWMX Ha
«UWKNHIOBble»  (MOALENbHbIE)  CailTbl,  NpPefOCTaB/fIEHHbIX  MOLUEHHUKaMK
NnoTeprneBWIMM MpW OnsaTe ToBapa, pa3MeLleHHOro Ha cahtax «ABuTO», «HOna» u
ApYrux, a TakxKe Npu Nokynke /a4 v aBnabunetos, 6UNeTOB B KNHOTEATPbI.

He nepexogute no npuciaHHbIM HE3HAKOMbIMM INLAMUN CCbI/IKAM U HE BBOAWTE
AaHHble CBOMX 6AHKOBCKUX KapT.

£ B3nom cTpaHWL nonb3oBaTeNied B COUMaNbHbIX CETAX, B OCHOBHOM
«BKOHTaKTe» U «OQHOKNACHWKW», U pacCblfika COOOLEHUA «Apy3bAM» OT UMEHMU
[aHHOro Nnosb3oBaTesns C NPOCLOON OJOMKUTL [eHer, KOTOPble HY>XXHO MepeBecTn Ha
yKa3aHHble abOHEHTCKMe HoMepa 1M 6aHKOBCKKE KapTbl.

Mpexae 4eM OCYLecTBMTbL MepeBOf MO3BOHWTE CBOEMY APYry, OT KOTOPOro
MPULLIO COOBLLEHNWE, N YTOUHUTE UH(OPMALUIO.

5. TlyTem nonyyeHWs [EHEXHbIX CPeACTB OT MOTEpneBwUX Mpu, AKOObI,
BHECEHWMN CTABOK Ha POHAOBbIX U UHbIX BUPXKaX.

Mpexge 4Y4eM BHOCUTb [eHbMM MoYnTaliTe OT3bIBbl Ha Pas/IMYHbIX CailTax B
NHTepHeTe, y3HanTe K OPUCAMKLNM KaKOW CTpaHbl OTHOCUTCS AeATe/IbHOCTb [aHHOWA
opraHu3aLmm, a TakXKe 03HaKOMbTECh C MPaBuiaMu 1 YC/I0BUAMU ee [eATENbHOCTH.

C wncnosb3oBaHWEM CPeAcTB COTOBOM CBS3W MyTeM COOOLLEeHUs rpaxpaHam
3aBef0MO JI0XHOW MH(hopMaLUK:

L O HapyweHun uX OAU3KUMW  POACTBEHHWKaAMMW  [LeACTBYIOLLErO
3aKOHofaTenbcTBa (cosepwieHne ATI, nNpUYMHEHWE TENECHbIX MOBPEXAEHWN,
XpaHeHVe HapKOTMKOB W T.M.), C LUeIbl0 Mepefaynm noTeprneBlINMUN  [eHEXHbIX
CPefCTB 4epe3 MOCPeLHMKOB, MO0 MNepeBOS WX 4Yepe3 TepMuHaAbl Onnatbl ANS
paspeLleHns CNOXUBLLEACA CUTyauun. Npu 3TOM MOLLUEHHMKK CTaparoTca AepxXaTb
«KEepTBY» BCerga Ha CBA3W, C LE/bi0 WCKIKYEHUS KaKuUxX-Tmbo [eACTBUIA C ee
CTOPOHbI NO NPOBEPKE MHDOPMALUN.

Heo6xo4MMO Mnepe3BOHUTb Ha U3BECTHble aOOHEHTCKME HOMepa NnLy, KOTOPbIM
NpeacTaBNAeTCA 3/10YMbILUIEHHMK, MO0 POACTBEHHMKAM, C Lefbi0 BbIACHEHUA
[eACTBUTENbHOCTU MPOU30OLLEALNX COObITUA. T1ONPOCUTL 3BOHALLENO Ha3BaTb



Kakue-nnmbo fAaHHble ivua, KOTopbiM OH npeacTasnsetca (P.M.0., garta poxaeHus,
MeCTO XWUTefbCTBa, AaHHble POACTBEHHUKOB, Kakne-mbo (hakTbl U3 XXU3HN U T.4.).

2 O BO3MOXHOCTW MOMYYEHUA KOMMEHcauun 3a paHee MNpuUoBpPeTEHHbIE
HeKauyeCTBEHHblE TOBapbl WAM OKa3aHHble YCAyrn, 419 4Yero Heob6XogMmo
MepeyncnnTb onpeseneHHbI NPOLEHT OT MoJslararLLencs CyMmsl.

CnepfyeT 3HaTb, YTO pas/IMUYHble KOMMEHCALMW BbINJa4YMBalOTCA rpaXkaaHam
TOJIbKO MPY UX JINYHOM NMUCbMEHHOM 06paLlleHU B COOTBETCTBYHOLLME OpraHu3aLmm.
Hukakune NpoueHTb! 3a BbINIaTy KOMMEHCaLMin He yniaunsaroTcs.

1 AK0Obl, U3 NOMMKAVHUKN UAN GONbHULBI, O TOM, 4TO ¥ Bac uam y Bawmnx
POLCTBEHHWKOB OOHApYXWnM CTpallHbIA AuarHo3, WM 4Tobbl BblneynTb 60/1e3Hb
HeobX04MMO NepeBecTn AeHbrN 3a IeKapcTBa.

Heo6Xx04AMMO MOMHWUTbL, YTO HACTOAWMIA Bpay HMKOrda He O6yAeT 3BOHUTL Bam
Mo TeneoHy ¥ coobulaTb O «CTPALUHOM AMarHo3e» UM MpPocuTb MNepeBecTy AeHbIN
3a NeKapcTsa.

£ C npocbboi KynuTb NPOAYKTbI, CMUPTHOE, LBETbl W T.M., 4OCTaBUTb UX MO
yKa3aHHOMY afpecy, a NomyTHO MEPeYnCInTb [LEHEeXHble CpefcTBa Ha TenedoH, ¢
3aBepeHremM, YTO AeHbrM BEPHYT MO NPUOBLITUIO Ha afipec 3aKasuuka.

Ecnn Bbl uUCMONHAETE Kakoe-nimbo nopyyvyeHne Mo TenedoHy, [ocTaBfsfeTe
3aKasbl, TO He CnefyeT NepeBOAUTb [EHbIM Ha He3HakoMble TefieOHbl, CHavana
f0CTaBbTe TOBAp Mo Ha3Ha4YeHU0 U Ha MecTe OnpeaenTech C 3aKa3unKoM.

Kpome AWCTaHLMOHHBLIX MOLUEHHWYECTB rpaXgaHe CTAaHOBATCA >XepTBaMu U
KOHTaKTHbIX MOLLUEHHWYECTB, COBEPLUEHHbIX MOJ BMAOM COLMaNbHbIX PabOTHMKOB,
COTPYAHUKOB pa3/IMYHbIX opraHu3auuii (ropras, ropceet, [MeHCUOHHbIA (OHA,
MeAMLMHCKMEe paboTHUKKN 1 T.4.). Tpeasoramm MoryT 6biTb: CPOYHbIA 0OMEH AeHer,
HafbaBKN K MeHCcUW, NpoBepKa rasoBoro uauv BOAAHOro 06opyAoBaHWA, nepepacyet
KBapTnfartbl, NMpemMun BeTepaHam, npofaxa BAL0B, MeAULMHCKMX MPUOOPOB WK
APYTUX pasNYHbIX TOBApOB MO /bIOTHbIM LUeHaM W T.4. OCHOBHasa Lesb
3/10YMbILLINIEHHUKOB - Y3HaTb, e XPaHATCA [AeHEeXHble CPeACcTBa «XKEpPTBbI», MOCne
4yero OTBNEYbL €€ BHUMAHME M COBEPLUUTbL UX XUlleHue. TakKe MnpeasioromMm MoOXeT
ObITb raflaHne, CHATVE SKOObI HAIOXKEHHOW NOpYu, UCLeneHre oT 3ab0s1eBaHui.

Kak noHATbL 06maH:

- 06 06MeHe [eHEeXHbIX CPeACTB UM MPOBEAEHUN KaKuX-11bo pedopm 3apaHee
Oyget coobuaTbcs B pasnnuHbix CMW (TenesngeHve, pagno, neyaTHble N3gaHus), B
OTAeNeHnAX 6aHKOB, YUPeXx4eHUsAX COUManbHON NOIMTUKKN, MEHCUOHHOIO (DoHAA K
T.0.

- Y3HaTb, YTO 3a opraHu3auuio NpeAcTaBNAT NMpuLLedlwne 1, NO3BOHUB Ty[a,
y3HaTb, €CTb /M TaM TakKue COTPYLHUMKM W MNPOBOAUTCA NM 06X04 AOMOB O
00603Ha4YeHHOMY BOMPOCY; MONPOCUTbL MPEAbABUTL YAOCTOBEPEHNE;

- YBELOMUTb POLACTBEHHNKOB (KefiaTeNbHO NOMpPoCUTL NOAbLEXATD);

- N03BaTb COCefel;

- MO3BOHUTbL 3aKPEMIEHHOMY COLNAaNbHOMY PaboTHUKY;

- He CTOWUT MOKynaTb Y HeW3BECTHbIX HUKaKWX NIeKapCTBEHHbIX MpenapaTtos,
razoaHa/in3aTtopoB, CYeTYMKOB, (ULTPOB [NS BOLbl, XO35SMCTBEHHbIX TOBApPOB,
MeAULUNHCKUX NPUBOPOB U T.M.



